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Abstract

In the present study, an attempt is made 1o study the various aspects of risk
of careless altitude of service providers in ¢-banking in the selected groups of public and
private sector banks. A sample of 440 respondents (bank officials) is taken on the basis
of judgement sampling 1.¢. 120 from State Bank Crroup, 200 from Nationalized Banks and
1200 rom Private Sector Banks. The primary data was collected with the help of pre-
tested structured questionnaire on five point Likert scale ie. Strongly Agree (SA), Agree
(Al Neutral (N), Disagree (V) and stromgly Disagree (813), The collected data was analyzed
through various descriptive and inferential stalistical techniques like percentage, mean and
stendard deviation, etc, Further, ANCYA technique was used to test the hypotheses and
validate the results, It is found that the absence of performance benchmarks, sole dependence
ol one service provider and lack of backup plans with the service providers are the main
lactors leading to the risk of careless attitude of service providers in the sclected banks.
On the other hand. accountability of the bank to the cuslomers for service providers-
mduced problems and possible costs associsted with repairing the bank's system are the
most signilicant impacts on the functioning of the selected banks. However, undertaking due
diligence before entering into a service contract with the service providers, developing the
service provider contracts that covers auditing provisions, and clear understanding of contractual
relationship with the service providers are the measures being used by these banks for
overcoming the risk of careless attitude of service providers in e-hanking,

Kev Words
Performance Benchmarks, Accountability, Auditing Provisions, Due Diligence




o8 Swhila Chawdhry / fndian Maragement Studies Journal 19 (2005) 05108

INTRODUCTION

Indian banking sector today is in the mid of an IT revolution. New
private sector banks and foreign banks have an edge over public sector banks
in the implementation of technological solutions. However. public sector banks
are in the process ol making huge investment in technology. To be successful
in this competitive environment. these banks have to take certain steps like cost
reduction by economies of scale. better relations with the customers by providing
betier services and facilities 1o them. Pressure of performance and profitability
will keep them on their tocs all the times as the sharcholders expeet good
performance along with good returns on their equity. The changing scenario and
the new technologics like internet banking, mobile banking, improvement in
payviment technology, eic. can help in increasing the scale of economies in providing
financial services, With the help of technology, banks are now able 1o offer such
products and services, which were difficult or impossible with tradi tional banking,
Indian banks have been able to take one step in this dircction - physical cash
has been replaced by anytime, anywhere money, bul these are maore pronounced
in foreign and private secior banks. No doubt. e-banking provides so many
benefits, but face to face contact between the bank and the customer is absen
in e-banking transactions, which causes most of the problems like credit card
frauds, fraud of internet. etc. While it mitigates some risks, but induces some risks
also. The main risks of e-banking arc strategic risk, business risk, operational risk.
security risk, privacy/security risk, legal risk, cross-border risk. reputational risk,
liquidity risk, etc. These risks are highly interdependent and events that affect one
area of risk can have ramifications for a range of other risk calegories. Among these
risks, operational risk in e-banking is emerging as a new challenge 1o the Indian
banks, which is a distinet class of risk similar o credit and market risk, and exists
in each product and services offered. Examples of operational risk include internal
and extemal fraud, emplovment practices and workplace safety, clients. products
and business practices. damage to phyvsical assets. business disruption and system
failures, execution, delivery and process management (for example, data entry errors,
collateral management failures, incomplete legal documentation, unapproved access
given to client accounts, non-client counterparty mis-performance and vendor
disputes) Operational risk differs from other banking risks in that it is typically not
directly taken in return for an expecied reward, but exists in the natural course of
corporate activity. At the same time, failure lo properly manage operational risk can
result in a misstatement of an institution's risk profile and exposc the institution to
significant losses. The objective of operational risk management is the same as for
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credit and market risks ie. to find out the extent of the financial institution's
operational risk exposure, to understand what drives it. to allocate capital against
it and identify trends internally and externally that would help in predicting it.
Therefore, it should be managed properly so that the technology implementation
is smooth and beneficial to the customers and the banking organization.

REVIEW OF LITERATURE

The articles on varied aspects of operational risk in e-banking found in
different journals but they are restrictive in nature and do not give a comprehensive
view. Geiger (2010) highlighted the renewed interest of banks and (he supervisors
i operational risk i view of the Basel Committee call for capital charge for
operational risk as a component of Pillar | in the new capital adequacy ramework
of June 1999, Based on an analysis of the definitions of operational risk and its
demarcation from credit and market risks, he argued that it would be inappropriate
to introduce extra capital charge for operational risk in Pillar 1. Trenca and Neag
(2010) provided an analysis of the operational risk from the perspective of the
financial institutions in Romania exposed to operational risk in the context of the
Basel 11 Agreement. The results of the analysis insist on the importance of identifying,
measuring and modeling operational risk and the benefits of continuously improving
the instruments. methodology and techniques of operational risk management.
Embrocates and Hofert (2011% highlighted the introduction of operational risk,
which is based on Basel 11 legal documents and summarized the techniques, observed
range of practices and supervisory issues in operational risk modeling. He revealed
that one of the largest problems in operational risk modeling is data scarcity.
Frequently, sophisticated models for operational risk losses, which seem o be
realistic, are invented and can be found in the literature. Without an adequate
amount data, this is not possible and therefore. still poses challenges to both
academia and industry. Meftra (2011) explored the range of practices used by Indian
banks in management of operational risk essential for achievement of Advanced
Measurement Approach (AMA) for a cross-section of Indian banks and perform
a comparative analysis with AMA compliant banks worldwide. The study provided
conclusive evidence that size was observed to be a deterrent to collection of
external loss data, deeper level of involvement of operational risk funclionaries.
data collection and analysis. The practices of average and small sized public sector
bank and old privale sector banks were observed to be lagging behind new private
sector banks, usage of scenarios, updating of these indicators and collection an
usage of external loss data. Wide gap was observed in the range of practices
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followed by Indian banks and the AMA compliant banks worldwide. Akhari (2012 Y
identified, compared and ranked factors affeciing operational e-banking risks in
viewpoints of cusiomers and employees of Kermanshah Melli Bank ol Iran. The
results indicated that data accuracy, internal controls. technological infrastructure,
dceess 1o system and security influences the operational e-banking risks in Melli
Bank of Kermanshah in Iran. In the security factors, employees' opinion is more
effective than customers. but in case of data accuracy and technological
infrastructure. the trend is reversed. Osunmuyiwa (2013) examined the various
aspects of online banking risks and the risk management methods emploved in
mitigating these risks and recommended that banks that carry out online banking
should clearly explain the privacy rule and communicale to their cliemts. Banks can
also make use of materials Jike vendor oversight, assignment sheei; excel spreadsheet
for risk assessment for policies to carry out data safekeeping. Singh and Chatidlhry
(2014) analyzed the bankers' viewpoint towards various tvpes of e-banking risks in
sclected public, private and foreign banks in India. The operational risk is considered
as the most important risk in ¢-banking in all the three categories of banks followed
by reputational and legal risk, whereas strategic risk was considered as the least
important risk by all the three categories of banks.

The foregoing review of literature shows that no concerted effort has been
made so far to study the factors leading 10 the risk of careless attitude of service
providers in ¢-banking which is an important component of operabional risk, iis
impacts on the functioning of the banks and framework provided to mitigate the
risk in Indian banks. Therefore, the present study is undertaken to fil] the gap in
the existing literature,

SCOPE OF THE STUDY

The present study is confined to the analysis of risk of careless attitude
of service providers in (he selected groups of banks in (he area of Punjab,
Chandigarh, Haryana, New Delhi and Rajasthan.

OBJECTIVES OF THE STUDY

The present study aims to examine the various aspects of risk of careless
attitude of service providers in c-banking in the selected banks. In this broader
framework, (he following are the specific objectives of the study :

(1) To identify the factors responsible for risk of carcless attitude of

service providers in ¢-banking in selected banks.

(i) To examine the impacts of risk of careless attitude of service providers
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in e-banking on the functioning of the selecied banks.

(i) To analyze the risk management framework provided for overcoming
the risk of careless attitude of service providers in e-banking in
selected banks

RESEARCH HYPOTHESES

The following hypotheses have been formulated and tested to validate the

results of the present study -

H, : There is no significant differcnce among the bankers' viewpoint
lowards the factors responsible for risk of careless attitude of
service providers in e-banking in selected banks.

H, : There is no significant difference among the bankers' viewpoint
towards the impacts of risk of careless attitude of service providers
in ¢-banking on the functioning of the selected banks.

H, : There is no significant difference among the bankers' viewpaoint
towards the risk management framework provided for overcoming
the risk of carcless attitude of service providers in c-banking n
selected banks.

RESEARCH METHODOLOGY

The population for the present study is the Indian banking sector, which
is divided into three categories i.¢. State Bank of India and its associates, nationalized
banks; and private scctor banks. State Bank of India (SBI), State Bank of Patiala
(SBOP), State Bank of Bikaner and Jaipur (SBBI) are selected from the category of
State Bank and its associates; Punjab National Bank (PNB}). Dena Bank (DENA),
Oriental Bank of Commerce (OBC), Andhra Bank (ANDRA), and Syndicate Bank
(SYNDI) are selected from the category of nationalized banks, On the other hand,
HDFC Bank (HDFC), ICICT Bank (ICICT) and Axis Bank {AX15) are sclected from
the category of private sector banks. A sample of 440 officials (40 from each bank)
is taken from the selected banks on the basis of judgement sampling, Out of 440
respondents, 91 respondents (22.5 per cent) are having the experience of less than
four years, 140 respondents (31.8 per cent) are having the experience of 5-8 years
and 201 respondents (45.7 per cent) are having the experience of more than & vears,
On the other hand, 317 respondents (72 per cent) are post-graduates, 121 respondents
(27.5 per cemt) are graduates and 02 (0.50 per cent) are having professional
qualification like CA, CS, ete. The primary data was collected with the help of pre-
lested structured questionnaire on five point Likert scale ie. Strongly Agree (SA),
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Agree (A). Neutral (), Disagree (D} and Strongly Disagree (SD). On the other
hand, the sccondary data was collected mainly from RBI and |BA publications such
as RBI Monthly Bulletins, the Report on Trends and Progress of Banking in India.
IBA Bulletins, the Indian Banking Year Book: and Journals such as Asia Pacific
Journal of Finance and Banking Research. Bank Management, Professional Banker
c-journals; and newspapers like The Economic Times, The Financial Express and
The Hindu etc. were also referred. The collected data was be analyzed through
various: descriptive and inferentigl statistical techniques like percentage, mean and
Standard deviation etc. Further, ANOVA technique was used to test the hypotheses
and validate the resulis,

RESULTS AND DISCUSSIONS

(A} Factors Responsible for Risk

As shown in Table | (A). absence of performance benchmarks is ranked
at the top by the respondents in all the three groups of banks i ¢ State Bank Group
{(Mean =426, 8D = 1.06), Nationalized Banks (Mean = 4.31, SD = 0.95) and Privae
Sector Banks (Mean=4, 14, SD=1.10), followed by sole dependence of one service
provider in the State Bank Group (Mean = 4.05, SD = 1.08) and Nationalized Banks
(Mean = 386, SD = 1. 14); and lack of backup plans with the service providers in
Private Sector Banks (Mean=3. 70,8D=1.12, Statistically, ANOVA results show that
the respondents of these banks do not differ significantly in their viewpoint towards
the factors responsible for risk of careless attitude of service providers at 5 per cent
level of significance; therefore. the null hypothesis (H, ) is accepted.

As revealed from Table | (B). taking all the selected eleven banks together,
absence of performance benchmarks (Mean = 4.25, §D = 1.02) 15 found as the most
significant factor responsible for risk of careless altitude of service providers
followed by sole dependence of one service provider (Mean = 3B84.5D=115) and
lack of backup plans with the service providers (Mean = 380, SD = 1.06). Statistically,
ANOVA results show that the respondents in the selected banks do not differ
significantly in their viewpoint towards the factors respansible for nisk of careless
altitude of service providers: therefore, the nyll hypothesis (H,)) is accepted.
(B) Impacts of Risk

As shown in Table 2 (A, accountability of the bank to the customers for
setvice provider-induced problems is ranked as the most significant impact by the
respondents in all the groups i.e, State Bank Group (Mean = 4.13. Sp = 113,
Nationalized Banks (Mean = 4.27, 8D = 0.96) and Private sector Banks (Mean = 4,27
SD = 0.99), followed by possible costs associated with repairing the bank's system
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in all the groups 1.e. Staic Bank Group (Mean = 3.95, SD) = 1.08), Nationalized Banks
(Mean = 4.04, SD = 0.92) and Private scctor Banks {(Mean = 3,93, SD = (1.98).
Statistically, ANOVA results show that the respondents not differ significantly in
their viewpoint towards the impacts of risk of carcless attitude of service providers
on the lunctioning of the sclected groups of banks do at 5 per cent level of
significance, therefore the null hypothesis {H,) is accepted.

As revealed from Table 2 (B), taking all the selected eleven banks together,
accountability of the bank for the service provider-induced problems (Mean = 4,21,
8D = 1.01) is found as the most significant upact of the risk of careless attitude
of service providers followed by possible costs associated with repairing the bank's
system (Mean = 3 98 SD = (.98} and increasc in costs associated with regeneration
of customers' records (Mean = 3 .86, SD = 1.06), Statistically. ANOVA results show
that the respondents in these banks do not differ sigmficantly in their viewpoint
towards the impacts of the risk of carcless attitude of service providers; therefore
the null hypothesis (H, ) is accepted.

(C) Risk Management Measures

As shown in Table 3 (A), undertaking due dili gence before entering into
a service contract with the service providers is ranked as the most adopted measure
by the respondents in State Bank Group (Mean = 4.46, SD = 0.77) and Nationalized
Banks (Mean = 4.19. SD = 0 89): and develaping the service provider contracts that
covers auditing provisions in Privale Sector Banks (Mean = 4.13, SD = 0.82);
followed by clear understanding of contractual relationship with the service providers
in State Bank Group (Mean = 4.14, SD = 0.86) and Private Sector Banks (Mean =
4.13. 8D = 0.82); and developing service providers contracts that covers auditing
provisions in Nationalized Banks (Mcan = 4.19, SD = 0.92). ANOVA resulis show
that the respondents differ si gnificantly in their viewpoint towards undertaking due
diligence before entering into a service contract {p = 0.003) and developing contracts
with the service providers that address contingencies {(p = 0.014) as the risk
management framework provided for overcoming the risk of careless attitude of
service providers at 5 per cent level of significance; therefore, the null hypothesis
(H..) is rejected.

As revealed from Table 3 (B), taking all the selected eleven banks
together. undertaking due diligence before entering into a service contract
{Mean = 4.22, 5D = 0.93) and developing contracts with the service providers that
address contingencies (Mean = 4,19, SD = 0.92) and clear understanding of contractual
relationstup with the service providers (Mean = 4,15, 8D = 0.86) arc the most significant
measures used for overcoming the risk of careless attimude of service providers in the
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selected banks. Statistically, ANOVA results show that the respondents i the selected
banks differ significantly in their viewpoint regarding undertaking due diligence
before entering into a service contract (p = 0.011) as the risk management framework
provided for overcoming the risk of careless attitude of service providers at 3 per cent
level of significance; therefore, the null hyvpothesis (H ) is rejected.

CONCLUSION

To sum up, absence of performance benchmarks. sole dependence of one
service provider and lack of backup plans with the service providers are the main
factors leading to the risk of careless attitude of service providers in the sclected
groups of banks. On the other hand, accountability of the bank to the customers
for service provider-induced problems and possible costs associated with repairing
the bank's svstem arc the most significanl impacts on the functioning of the
selected banks. However, undertaking due diligence before entering into a service
contract with the service providers, developing the service provider contracts that
covers audiling provisions, and clear understanding ol contractual relationship
with the service providers are the measurcs being used by these banks for
overcoming the risk of careless attitude of service providers in e-banking.
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